STREAMLINE YOUR DIGITAL INFRASTRUCTURE ‘

Managed Network Security

Safeguard the Lifeblood of Your Organization

Many businesses struggle with realizing the advanced threat protection levels necessary to sufficiently secure the
connection to mission-critical resources and provide a genuinely safe online work environment for employees.

Take advantage of our services to detect suspicious behavior and block sophisticated attacks through real-time
traffic analysis ensuring advanced encryption, vulnerability management proactive action and response.

Your Advantages of Secure Networking

The unified threat security delivers robust and centrally managed network protection at each location, ensuring
secure, encrypted connectivity between sites, central infrastructure, and hybrid cloud environments. With
simplicity, scalability, and advanced security built into its design, Sentia takes full responsibility for
management, monitoring, and maintenance of your comprehensive network security.

al)
SECURE NETWORK ARCHITECTURE i'o"

We design and configure your secure and
segmented network architecture after best
practices across sites. Built on 802.1x
advanced access control framework and
configured for both enterprise and guest
connectivity, the logical separation of networks
ensures your traffic isolation and security.

ZERO TRUST ACCESS jor)|

Trusting no user or device per default and
only providing least-privileged access you
can reduce your attack surface with high
port security, a strict and Single-Sign-On-
ready authentication framework as well as
continuous verification processes.

Contactus 4453336 6300 « sales.dk@sentia.com

NEXT-GEN FIREWALLING ==

Leverage encrypted traffic tunnels between
your sites, hybrid cloud resources, and central
infrastructure, with dynamic IP allocation for
enhanced privacy. Layer 7 firewalls provides
you with advanced threat-prevention from
deep packet inspection, intrusion prevention
systems and application awareness.

AN
UNIFIED THREAT MANAGEMENT <>

Sentia's experts monitor system and access
point availability, troubleshooting, notifying
and resolving incidents. Proactive
maintenance ensures optimal performance
and security for your managed solution, fully
integrated with secure connectivity and
network infrastructure.
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SERVICE FEATURES

CORE

ADVANCED

PREMIUM

Managed Next Generation Firewall

Service Area

Denmark

Denmark

Global

Monitoring and Event Management

24/7 firewall health
monitoring with
automated
notifications

24/7 firewall health
monitoring with
managed
notifications

24/7 firewall health
monitoring with
troubleshooting,
proactive resolution &
escalation handling

Availability Checks Performed

15 minute interval

15 minute interval

5 minute interval

Access to Service Desk & Support

Chargeable Support
workdays 8-17 CET

Business Critical Support

workdays 7-17 CET

Mission Critical
Support 24/7

Response Time for Incidents

Best effort

Fast

Fast

Connectivity Encryption

Advanced

Optimized with
failover support

Access Controls

802.1x port security

802.1x port security
with custom controls

Zero Trust Network
Access

Patch & Lifecycle Management

Patch rollouts

Scheduled patching &
software upgrades

Proactive patching
with validation &
software upgrades

Hardware Replacement

Replacement
shipped after
device reception

Replacement
shipped after device
fault reporting

Configuration Backup

High Availability

HA Hardware
Support

Fully redundant
hardware and
connectivity with
automatic failover

Port Security

Monitoring

Configuration Backup

Public Key Infrastructure Configuration

Authenticating server installation

& device configuration

Supplicant Installation

Contact us

+45 33 36 63 00

sales.dk®@sentia.com
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6 Steps to Your Secure Network Infrastructure

Consultation

Your infrastructure and device
landscape can be complex, so we start
out with a dialogue about your
network needs and consult you about
the optimal configuration.

3

Selection

The recommended and aligned standard
service and plan is selected and for delivery
as a proof of concept no matter your
organizational size or complexity.

5

Adjustment

Taking into account experiences from the
POC project, we agree upon needed or
necessary service adjustments from
standard.

Getting started

2

Alignment

The recommended service is
checked for any deviations from
your request and is aligned to e.g.
adjusted scope of the solution.

4

Implementation

The agreed solution is configured and set in
operation. The project is managed by an
allocated consultant og project manager

depending on the model.

6

Follow-up

Our service is kept up to date and aligned
with future changes and development to
the technology. As your configuration might
need updates, together, we will walk you
through and configure any major changes.

Take advantage of Sentias expertise to secure a fully managed network security architecture. Contact us to
learn how we can help you secure advanced cyber threat protection in your network security design. We will
provide you with a complete mapping and recommend you the right plan aligned with your business and

implemented and after best practices.

Contactus 4453336 6300 « sales.dk@sentia.com

SENTIA

An Aeven Group Company






